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AyteHntuduxanms

besonacHocTs nH(popMaun

l'ocynapcTBeHHas
nH(pOpMaAIIMOHHAS CUCTEMA

Hoctyn k uadopmanmu
JocTynHoCTh

3ammta uHpOpMaIuu
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amuniaemas uHpopManus

Wnentudukarnuys

HNudopmarmonnas cucrema

NudopmarmoHHbie pecypchl

WudopmanmonHble
TEXHOJIOTUH

WNudopmanus

Kontponupyemas 30Ha

KonduaeHunaabsHOCTh

O06paboTka nepcoHaTbHBIX
JTAHHBIX

TEPMHMHDLI U OITPEJEJEHUSA

JleiicTBUS 1O TPOBEpPKE MOMJIUHHOCTH CYObEKTa JOCTyIa
B MH(OPMAITMOHHON crcTeMe
CocTosiHue  3alIMIIEHHOCTH
oOecrieueHbl  €e
U 1IEJIOCTHOCTD
WudopmarimonHas cucremMa, co3jilaBaeMasi B IEJIAX pealli3aiiu
MOJTHOMOYHI roCy/1apCTBEHHBIX OpTraHoB
u obecrieueHuss oOMeHa WHpOpPMAHEH MEXAY JTHMH
OpraHaMH, a TaKXe B MHBIX YCTAaHOBIICHHBIX (elepaTbHBIMU
3aKOHAMHU IeJIsX

Bo3MoxHOCTS TOTyYeHHUS HHPOPMAIH U €€ UCTIOIb30BaHUS
CocrossHue wuH(pOpMAIMH, XapaKTEpU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M UH(GOPMAIMOHHBIX TEXHOJOTHM
o0ecrieunBaTh OECHPENATCTBEHHBIM MOCTYNn K WH(opManuu
CyOBEKTOB, UMEIOIIUX HA TO TTOTHOMOYHS

3amuTta MH(QOpPMAaLMM, HAmNpaBieHHas Ha MPEIOTBpPALICHHE
MONy4YeHUs 3alluIiaeMoi MH(OpMallUK 3auHTEPECOBAaHHBIMU
CyOBEKTaMU C HAPYIICHUEM YCTAHOBIIEHHBIX HOPMATHUBHBIMH
U TPABOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JagaTelIsIMu
uH(pOpMaIMU TpaB WM TPABWI pa3rpaHUYCHUS JOCTYIa
K 3allMInaeMoi nHdopmaruu

uH(popMaluu,
KOH(HJICHIIMATBHOCTb,

IIpU KOTOPOM
JOCTYIHOCTh

Wndopmanusi, sBAAOWIASACS MPEIMETOM  COOCTBEHHOCTHU
U MOjJIeXKalas 3aliuTe B COOTBETCTBUM C TpeOOBaHUSIMU
IIPABOBBIX JIOKYMEHTOB WIH TpeOOBaHUSAMH,

yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM HMH(OpMaIuu
[TpucBoenue cyObekTaM U 00bEKTaM AOCTYIa UIeHTU(UKATOpa
U (UIM) CcpaBHEHHE NPEIbABISEMOrO HJAEHTH(HUKATOpa
C TepeyHeM PUCBOCHHBIX UICHTH()HUKATOPOB

COBOKYMHOCTh cojiepskaleiicss B 6a3zax JAaHHBIX MH(DOpMALIUU
u obecrieunBaronMx ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenpHbIE AJOKYMEHTBI M OT/IEIbHBIE MAacCHBBI JTOKYMEHTOB,
JOKYMEHTBl W MAacCHUBbl  JIOKyMEHTOB, COAepXaluecs
B MHPOPMAIIMOHHBIX  cHcTeMax (OuOimorekax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, THPOPMAIIMOHHBIX CHCTEMaX JIPYTHX
BHJIOB)

[Ipomecchr, meroapl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MIPEIOCTaBIICHUS, PACTIPOCTPaHEHUsT WH(OPMAIIMK U CITOCOOBI
OCYIIIECTBIICHUS TAKMX MPOIECCOB U METO/IOB

Cenenus (cooOrenus, JTAHHBIC) HE3aBUCUMO
OT (OPMBI KX TIPE/ICTABICHUS
[MpoctpancTBO  (TEppUTOpHUsS, 3lIaHHWE, YacTh  3JaHUS),

B KOTOPOM HCKIIFOUEHO HEKOHTPOIUPYEMOe MpeObIBaHUE JIHII,
HE HMEIONIUX IMIOCTOSIHHOTO WJIM  Pa3oBOro  JOIYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

OO0s3aTenbHOE IS BBITIOTHEHUS JTUIIOM, MOTYYHBIIUM JOCTYII
K omnpeneneHHon wHdopmaluu, TpeOoBaHWE HE IMepeaaBaTh
Takyl0o HH(pOpMalnuio TpeThbUM JHIlaM 0e3  coryiacus
ee obnanaTens

HeticTBust (orepaiuu) ¢ MepCOHATBLHBIMU JaHHBIMH, BKJIFOYAst
cOop, cucTeMaTH3alMI0, HAKOIUIEHUE, XpPaHEHHE, YTOUYHEHHE



Omnepatop

HepCOHaJ'IBHI)Ie JaHHBIC

Yrposa 6e3omacHocTH
nHpopmaruu

Y 93BUMOCTD

IlenoctHOCTH

(oOHOBJICHHE, U3MEHEHHUE), UCTIOIB30BaHKE, PACITPOCTPAHEHNE
(B TOM wumcie mepenady), o0Oe3NWYMBaHUE, OJIOKUPOBAHHE,
YHUYTOXKEHUE TEPCOHATBHBIX JTaHHBIX

TpaXIaHWH WJIA FOPUIMYECKOE JIMIO, OCYIIECTBIIIONINE
JEeSITeNFHOCTh MO IKCIUTyaTalli WH()OPMAIMOHHON CHCTEMBI,
B TOM 4YHClIe MO 00paboTke HWHQOpPMAIUU, COAepIKalIencs
B ee 0a3zax JaHHBIX

Jlrobas mHdopmanus, oTHOCAUIASCS K MPSMO WJIM KOCBEHHO
OIpEICIIEHHOMY WJIH ONpeNensieMoMy (GU3NIECKOMY JIUILY
COBOKYNHOCTh ~ YCIIOBUH M (PaKTOpOB,  CO3JAIOLINX
MOTEHIUATbHYIO W peaibHO CYILIECTBYIOILYIO
OIIaCHOCTb, CBS3aHHYIO  C  yTeukod  uHbopmanuu
W/WIIM HECAaHKIMOHUPOBAHHBIMHU /WM HEMPEeJHAMEPECHHBIMA
BO3IECHCTBUIMH Ha HEE

Henocrarok (cmabocth) MIPOrpaMMHOTI0
(IporpaMMHO-TEXHUYECKOT'0) CPeICTBA MM MH()OPMAITMOHHOMH
CUCTEMBbl B II€JIOM, KOTOpBI (KOTOpas) MOXKET OBITh
UCNOJIb30BaHa Uil pealM3alud  yrpo3  0e30macHOCTH
uHpOpMaITUU

VYceroitunBocth  WMHGOpMAMKM K HECAHKIMOHHUPOBAHHOMY
WIH CTy4aifHOMY BO3JICHCTBHUIO Ha Hee B Iporecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3YIbTaTOM KOTOPOT'O MOXKET
ObITh YHUUTOXKEHUE U HCKAKEHUE UHPOPMAIIUI



I'OCTP
IHonutuka

TBJOY

®dCB Poccun
DCTDOK Poccun

OBO3HAYEHUA U COKPAIIIEHUSA

Tl'ocynapcrBennsbiit crannapt Poccuiickoit deneparuum

[Tonmutuka wuHpoOpMannoHHOM OGe3omacHOCTH ['OCynapCTBEHHOIO
OIO/DKETHOTO  JIOUIKONIBHOTO  00pa3oBaTENbHOIO  YUPEKACHUS
nerckuit cag Ne 4 IIpumopckoro paiioHa

Cankr-IlerepOypra

['ocynapcTBeHHOe OIOKETHOE  JIOIIKOJIbHOE 00pa3oBaTeNbHOE
yupexaenue nerckuii caa Ne 4 ITpumopckoro paiiona
Cankr-IlerepOypra

denepanpHas cnyxk6a 6e3onacHocTn Poccuniickoit deneparuun
DenepanbHas cy)0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO



1 OBIIME ITOJIOKEHUSA

Hacrosmas [Tonutuka siBIsieTCsl JOKYMEHTOM, ONPEIESIONIUM HAPaBIEeHUs AeSITETbHOCTH
B oOmactu obOecrmeueHuss WHQPOPMAIIMOHHOW  O€30MACHOCTM W MPEJACTaBIsIeT  COOOMU
CHCTEMaTH3UPOBAHHOE U3JIOKEHHE LIeIel U 3a/1a4 MHPOPMAIIMOHHONW 0€30MacHOCTH, KaK OHO WIIN
HECKOJIbKO MPaBUJI, MPOLEAYP, MPAKTUYECKUX MPUEMOB M PYKOBOISIIMX MPUHIIUIIOB, KOTOPBIMH
pyxosoxactByercsa ['BJIOY, a Takyke OpraHu3alMOHHBIX, TEXHOJIOTHYECKUX U IPOLIEAYPHBIX aClIEKTOB
oOecrieueHus THPOPMAITMOHHOM 0€30MaCHOCTH.

[Monoxxenus  Hacrosmei  [lomuTuku He  pacmpocTpaHsiloTcss Ha — o0OecredeHue
nH(}OpMaIMOHHON 6€30MaCHOCTH CBEJICHH, COCTABIISIOINX TOCYAAPCTBEHHYIO TalHY.

OcHoBHOHM 3amadeir B oOmact uWHGOpMANMOHHONW Oe3onmacHoctd ['BIOY mpu3HAeT
COBEPIIIEHCTBOBAHME MEp M CpEACTB oOecredeHus 3aluThl HHpopManuu UHGOPMAIMOHHBIX
pecypcoB I'BJIOY B KOHTEKCTE pa3BUTHUS 3akoHonarenbcTBa Poccuiickon dPenepaumu U HOPM
peryiupoBanusi MHGOPMAIMOHHOW JEATEIBHOCTH B TEKYIIUX YCIOBUAX (YHKIIHOHUPOBAHHUS
WH(POPMAITTOHHOTO TIOJIS.

[Tpu pa3paborke [TonuTHKH YUUTHIBAIMCH OCHOBHBIC TPUHITUIIBI CO3JJAHUS CUCTEM 3aIIUThI
uH(hOpMAIINHN,  XAPAKTePUCTHKH W  BO3MOXXHOCTH  OPTaHMU3AMMOHHO-TEXHUYECKHX  Mep
Y COBPEMEHHBIX MPOrpaMMHBIX U allllapaTHO-IPOrpaMMHBIX CPEJCTB 3alUThl UH(POpMALIUHU.

B pamkax cBoeii nesarenbHocTy [BJI0Y 00s13yeTcsi mpeAnpuHUMATh BCE BO3MOXKHBIE MEPBI JISI
3amuUThl HHOOPMAITUHU OT yrpo3 0€30MaCHOCTH HH(POPMAITHH.

TpebGoBanus nHOpMaIMOHHON 0€30MMaCHOCTH, COOTBETCTBYIOT HEJIsAM AesTebHOCTH [BIOY
U TpeJHa3HAueHbl IS CHIDKEHUS PHUCKOB, CBA3aHHBIX C peaiu3anueil yrpo3 0e30macHOCTH
uH(pOpPMaLIUH.

[Tonmutuka goctynHa Bcem pabotHukaM ['BJIOY u BceM IOJIb30BATENSIM €r0 PECYPCOB.

2 IEJH U 3AJJAYYA OBECHEYEHUSA THO®OPMAIIMOHHON BE3ONMACHOCTH

Cy0bexkTbl HHPOPMALMOHHBINH OTHOICHHUH

Cy0ObexTamu 1ipu obecrieueHur nHopmarmonHon 6e3onacHoctu B 'BIOY SBIAIOTCS:

PabOTHUKHU CTPYKTYPHBIX MOpa3IeTICHH (B TOM YUCIe YBOJICHHbBIE);

rpaxaaHe, paboTarolue Mo J0roBOpaM IrpaK IaHCKO-TIPABOBOT'0 XapaKTepa;

(dbu3uYecKkue JWIa, MPEICTABUTETN KOHTPAreHTOB B paMKaxX MCIOJHEHHS TOTOBOPHBIX
00s13aTENbCTB;

¢dbusnueckue nuua, nojasmre oopamenue B aapec I'6A0Y,;

IOpUJINYECKUE JIMIIA, B PAMKax HCIIOJTHEHHUSI IOTOBOPHBIX 00S3aTEILCTB HJIM BO MCIOIHEHUU
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAaTeNbcTBa Poccuiickoit deneparuu;

Opraibl FrOCyJapCTBEHHOU BJIACTHU.

O0bexTbl THPOPMALMOHHBIX OTHOIIEHHUH

O6bexkTaMu UH(GOPMAITMOHHBIX OTHOLICHHH SIBIISIOTCS:

uHpopmMalmoHHsle pecypcsl [B0Y;

roCy/lapCTBCHHBIE ~ HH(POpPMAIIMOHHBIE  cUCTeMbl  OmepaTtopoM  KOTOPBIX  SIBJSIETCS
IBJIOY;

npoiiecchbl 00padoTku nHMOpManKK B HHOOPMAITMOHHBIX cucTeMax ['BJI0OY, nHpopMalnoOHHbIC
TEXHOJIOTHH, perlaMeHThl " IIPOLIE Ty PBI coopa, 00paloTku, XpaHEHUs
U niepeaaur nHopmanuu;

uHpopManmoHHass HUHQPPACTPYKTypa, BKIIOYAIOIIAsi CUCTEMBbI 00pabOTKH, XpaHEHHUS
Y aHanM3a nH(popManuu, TporpaMMHBIC U TPOrPAMMHO-AMIIAPATHBIE CPEJICTBA, B TOM YHCIIE KaHATBI
CBSI3U U TEJICKOMMYHHKAIINH;

CHCTEMBI U CPEJICTBA 3alUThl HH(OPMAIIUU, OOBEKTH U TOMEUICHHS, B KOTOPBIX Pa3MeIIeHBI
cpezacTBa 00paboTKU HHPOPMALIUH.

enau obecneyenust UHGPpOPMANIHOHHOI 0€30MACHOCTH

OcHOBHOI 11eNTbI0 OOecTieueHrss HHPOpMaMoHHON O0e30omacHOCTH ['B/IOY SBISIOTCS IEHCTBUS
HaIpaBJICHbl HA JOCTHKEHHUE 3alUThl CyOBEKTOB MH(OPMAIMOHHBIX OTHOIICHUN OT BO3MOXKHOTO
HAaHECEHUS MM MAaTepUaNBbHOr0, (U3NYECKOro, MOPAIBLHOI'0 WM HMHOTO ymiepda, IOCpeACTBOM
Clly4aitHOro WIn MIPEHAMEPEHHOT O BO3JICHCTBHS Ha uH(popMaIuio,



B TOM YHCJIE:

obecrieueHus OTKa30yCTOWYUBOTO (yHKIIMOHMPOBAHUS IIPOrPaMMHBIX
U ammapaTHo-IporpaMMHLIX cpeacts I'BAOY U npenocTaBiIIeMBIX CEPBUCOB;

COONIIO/IEHNs TPaBOBOI'0 PEKKMMa HCIONB30BAaHUS MAacCHBOB M CpPEACTB 00pabOTKH
HH(pOpMAITUH;

NPEJOTBPALICHUS peaTn3aluyd Yrpo3 0e30macHOCTH HH(OpMAMKU TpPU  OCYHIECTBICHUU
nearenbHocTH I'BJIOY.

3anaum odecnieyennst HHGOPMAITMOHHOM 0€30MACHOCTH

JlocTmxenue 1esnei odecriedeHrss HPOPMALMOHHON 0€30MacHOCTH U CBOWCTB MH(OpMAIIHH,
I'BIOY pewiaercs cieayroluMU 3aJa4aMu.

3alUThl OT HECAHKIIMOHMPOBAHHOIO JOCTYNa K MH(OPMAIIMOHHBIM pecypcam;

pasrpaHMuYeHHS JOCTYIIa MMOJIb30BaTeNel K MH()OPMAIMOHHBIM, alllapaTHBIM, MIPOrPAMMHBIM
U MHBIM pecypcam;

perucTpal ¥ MEpPUOIUYECKOro KOHTPOJNs JEHCTBHI mosib3oBaTenedl mnpu oOpaboTke
3anMIaeMoi HHGopMaIK U IEPUOJMUECKII KOHTPOJIb KOPPEKTHOCTH UX ACHCTBHIH;

KOHTPOJIA LIEJIOCTHOCTH CPEAbl MCIIONHEHMs NPOrpaMM M €€ BOCCTAaHOBJIEHUE B ClIydae
HapyIICHHUS;

obecrieueHusi ayTeHTU(UKAUM W HMJICHTHU()UKALUK  TONB30BATENeH, yJ4aCTBYIOIIUX
B HH(GOPMAITUOHHOM OOMEHE;

obecrieueHus WCIIPABHOCTH IIPUMEHSIEMBIX B MH(POPMALMOHHBIX CUCTEMAX
I'BJIOY nerckuii cag Ne 4 CpeJICTB 3alIUTH HHPOPMAIIIH;

CBOEBPEMEHHOT'0 BBISBJIIEHHE HCTOYHUKOB yrpo3 Oe3omacHOCTH HHGOpMaLUU, MOPUYKH
U YCIOBHMH, CHOCOOCTBYIOIIMX  HAHECEHUIO  yliepba  3auHTEPECOBaHHBIM  CyObeKTam
MH(POPMALMOHHBIX OTHOIICHUH;

CO3/1aHUEM CIy:KObl MOHMTOPHHIA M pearupoBaHUsl Ha Yrpo3bl 0€30MacHOCTH HH(OpMaLUU
U HETaTUBHBIE MOCJIECCTBUS,

CO3JITaHMEM YCIIOBHM JUIi MUHUMH3AIMH HAHOCUMOT'O yliep0a HelpaBOMEPHBIMH JICHCTBUSAMH,
Y yCTpaHEHHUE MOCIeACTBUIN HapyIeHus: nHpopMamoHHon 6e3omnacHoctu B [BIOY.

Pemenue BoienepeurciienHbix 3aaa4 B ['6/IOY ocymiecTBisieTcs mocpeicTBOM:

ydyeTa BceX MOJUIeKAIUX 3alIUTe HHPOPMAITMOHHBIX PECYPCOB;

KYpPHAJIMPOBAHUSI IEUCTBUI MEPCOHANA, OCYIIECTBISAIOUIEr0 00CIyKUBaHNE U MOIU(DUKALIHIO
MIPOrpaMMHBIX U ITPOrpaMMHO-AINAPaTHBIX CPEICTB MH(POPMAILIMOHHBIX CUCTEM;

periaMeHTalnuu TpoueccoB o0paboTku uHPOpMauuu, AeWcTBUil paboTHHKOB I['BIOY,
OCYILIECTBISIOUINX SKCITyaTallMI0 MPOrpaMMHBIX M MPOrpaMMHO-aNNapaTHBIX CPEJCTB, HA OCHOBE
YTBEP’KACHHBIX OpraHU3allMOHHO-PACIIOPSIAUTENIBHBIX JOKYMEHTOB 110 3aUTe HH(pOpMaIuiy,

Ha3HAYEHUS U MOJATrOTOBKOM pabOTHUKOB, OTBETCTBEHHBIX 32 OPraHMU3alMI0 U OCYIIECTBICHHUE
MEpONPUATHI 10 o0ecrieueHn o nHPOpMaMoHHOM 6e3onacHocTd B I'BIOY;

HaJIEIeHUsl KaXA0ro pabOTHHMKA MHUHMMAJIbHO HEOOXOAMMBIMU IIpaBaMHM Ipu pabore
B MH(OPMALIMOHHOW HHPPACTPYKTYPE COINIACHO UX JOJKHOCTHBIM O0SI3aHHOCTSIM;

COOJTIOZICHNS BCeMU paOOTHHUKAMU, SKCIUTYaTUPYIOUTUMH U OOCITYKUBAIOIIMMHU TPOTrPaMMHBIE
U [pOrpaMMHO-aNIapaTHble  CpelCTBA, TPeOOBAaHUIl  OpPraHM3alMOHHO-PACIOPSAUTENbHBIX
JOKYMEHTOB I10 BOIpocaM o0ecreyeHus nHPOpMaLMOHHONW 0€3011aCHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTBIO KaXK/J0ro pabOTHUKA 3a CBOM JEHCTBUS, Y4aCTBYIOIIETO
B paMKaX CBOMX ()YHKLIHMOHAJIbHBIX OOS3aHHOCTEH B Ipolleccax aBTOMAaTH3UPOBAHHON 00paboTKH
MH(GOPMALIMU ¥ UMEIOIIET0 JAOCTYII K pecypcaM MH()OPMAITMOHHBIX CUCTEM;

peanu3anyell TEXHOJOTHYECKUX IPOILECCOB 00paboTKu WHQPOPMALUU C HCIIOIB30BaHUEM
KOMILIEKCOB ~ OPraHM3allMOHHO-TEXHUYECKUX Mep 3allUThl IMPOrpaMMHOro  obOecredeHus,
IIPOrPaMMHO-aIlIIapaTHBIX CPENICTB;

MPUHSATHS MEp 110 00ecriedeHNI0 (PU3NUECKOM LIEeTOCTHOCTH MPOrpaMMHO-aNIapaTHIX CPEICTB
MH(pOPMALMOHHBIX CUCTEM U NOJ/IEp)KaHUEM HEO0XO0AMMOI0 YPOBHSI 3aILUIIEHHOCTH KOMIIOHEHTOB;

UCTIOJNBb30BAaHUSI POTPAMMHBIX M MPOrPaMMHO-AIMAPATHBIX CPEACTB 3alUThl MH(POpPMALUU
obpabareiBaeMoM B I'BJIOY 1 aIMUHUCTPATHUBHOM MOAIEPKKON UX UCTIOIb30BAHHS;

KOHTPOJsI ~ COONIONEHUS  IOJb30BAaTeIsIMM  HMH(OPMALMOHHBIX  CHUCTEM  TpeOOBaHMMH



1o o0ecneyeHn o HHPOPMaMOHHOM 0€30MacHOCTH;

IpoBe/ieHUs aHan3a 3(P(PEKTUBHOCTH MPUHATHIX MEpP 3alUThl HHPOPMAIUHN U MPUMEHSAEMBIX
cpeacTB 3amuTel nHpopMmanuu B B0V,

pa3paboTKu U pealu3aluu NpeUIOKeHUH 10 COBEPIICHCTBOBAHUIO CHUCTEM  3aIIUThI
uHpopmaruu B 'BIOY.

3 TNPUHIMUIIBI OBECIIEYEHUSA WH®OPMAIIMOHHOMN BE3OITACHOCTHA

OGecnieuenrne MHGOPMAIIMOHHONW 0€30MaCHOCTH, JOHKHO OCYIIECTBISITHCS B COOTBETCTBUH
CO CJIEIYIOIIMMH OCHOBHBIMH IPUHLUIIAMHU:

IIpyuHUUI 32aKOHHOCTH

[Ipu BBIOOpE MepoOnpUATUN O 3alIUTEe UHPOPMALUH, JOKHO COOMIOIAThCs JAeCTBYIOIIEe
3akoHoJaTenbcTBO Poccuiickoit denepannu B chepe 3amuThl HHPOPMALIUH.

Bce paboOTHMKM TOKHBI UMETh IPEJCTaBlIeHHEe 00 OTBETCTBEHHOCTH 3a MpaBOHAPYIICHUS
B cdepe 3amuThl uHpopManuu. [IporpamMmmHo-anmapaTtHsle cpeactBa, npumensemsie B ['BIOY,
JIOJKHBl MMETh COOTBETCTBYIOIIME JIMIIEH3UH, O(QULMAIBHO NMPHOOPETAThCS y IpeacTaBUTENeH
Pa3pabOoTUYHKOB 3TUX CPEJCTB WM ABIATHCS MHTEIIEKTyallbHOU coOcTBeHHOCThIO 'B/IOY.

IIpuHuMn cucreMHOCTH

IIpu co3naHuM cUCTEMBI 3aILUThI JOIKHBI YUUTHIBATHCS aKTyallbHbIE YTpO3bl 0€30MacHOCTH
nH(pOpPMalLlMU, BO3MOXKHbIE OOBEKTHl M HAINPaBICHUS aTaK Ha HEEe CO CTOPOHBI HApYIIMTENEH.
CucTema 3aIiThl JOIDKHA CTPOUTHCS C YYETOM HE TOJIBKO M3BECTHBIX KAHAJIOB YTEUKH HH(pOpMaIn,
HO U C yY4€TOM BO3MOXXHOCTH MOSBJICHHSI HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 00€CIICUEHUH.

IMpuHIMI KOMIIEKCHOCTH

KomrmexkcHoe ucnonb30BaHUe CPEACTB 3alUTHl WH(OpMAIK MPEanonaraeT CorlacoOBaHHOE
IIPUMEHEHHE TIPU IIOCTPOCHUH LIEIIOCTHOM CUCTEMBI 3alIUTHI, IEPEKPBIBAIOIIEH BCE CYIICCTBCHHBIE
yrpo3bl 0e30macHOCTH HMH(pOpMaluu. 3aluTa JIOMKHA CTPOMTHCS SlIeToHHMpoBaHO. Pusnyeckas
3alUTa J0JDKHA 00eCieunBaThCs (PU3NYECKUMHU CPEICTBAMU M OpPTraHU3aIlMOHHBIMA MEPaMHU.

[Ipu nocTpoeHuu, BHEPEHNN U SKCIUTyaTallkd CUCTEMBI 3alIUThl HH(POPMAIIMN PYKOBOICTBO
I'BAOY ob6ecnieunBaer ycnoBuss i 3(h(EeKTUBHON KOOpAWMHAIMKM JCHCTBHM BCeX JIMIL,
00eCTeunBaIUX HHPOPMAIIMOHHYIO 0€301aCHOCTb.

IIpuHIUI CBOEBPEMEHHOCTH

Pazpa0otka cuctembl 3aliUThl UHPOPMALUHU JTOJDKHA BECTUCH MapajuleibHO ¢ pa3paboTKon
U MHPOPMAIMOHHOW  CHCTEMBL. OTO TIO3BOJHMT  ydecTb TpeOoBaHUS  0€30mMacHOCTH
IpU [POEKTUPOBAHUU AaPXUTEKTYphl M, B KOHEYHOM cueTe, co3Jarh Oonee 3¢ (eKTuBHbIE
MH(POPMAILMOHHBIE CUCTEMBI, 00J1aAa0I1e JOCTATOYHBIM YPOBHEM 3aLUILEHHOCTH.

IIpuHIUI NPpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAaHWE MEpP M CPEACTB 3alluThl HH(pOpMAMM Ha OCHOBE
IIPEEMCTBEHHOCTH OpPraHM3alMOHHBIX M TEXHUYECKMX pEIIEHUH, KaIpOBOrO0 COCTaBa, aHAJIN3a
(yHKIMOHUPOBAHUS MH(POPMAIMOHHBIX CHCTEM M CHCTEMBl €€ 3aIlUTHl C Y4eTOM H3MEHEHUH
B METOJAaX M CpEACTBaX IepexBaTa HWH(POPMAIMK, HOPMATUBHBIX TPEOOBAaHWHA MO 3amIuTe
nH(pOpMaIuu.

IpuHIUN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHA 3aTpaT Ha odecrieueHne nH(GOPMAIIMOHHON 0€30MacCHOCTH M IIEHHOCTH
MH(pOPMALMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOKHOTO ylep0a OT UX pa3IalleHus, YHUUTOXKEHUs
U HUCKaxeHus. lMcnosabp3yeMble MEpbl M CpEeACTBA 3aIUUThl MH(OpMAIMM HE JOJDKHBI YXYILIaTh
HProHOMHUYECKHE TTOKA3aTeI KOMIIOHEHTOB HH(POPMAITHOHHBIX CUCTEM.

IIpuHUMI OTBETCTBEHHOCTH

Bo3noxxeHue 0TBETCTBEHHOCTH 3a oOecrieueHue 0e30macHOoCTH MHPOpMaIuu U ee 00paboTKu
Ha KaXJI0ro paOOTHMKA B IIpelenax €ro IOJHOMOYMH. B COOTBETCTBMM C 3TUM NPUHIUIIOM
pacrmpesieneHie npaB U O0sS3aHHOCTEH PAOOTHHUKOB CTPOMTCS TaKMM 0Opa3oM, 4TOOBI B Cirydae
1r000r0 HapylIeHUs Obl1 U3BECTEH HAPYIIUTENb.

IpuHUN 000CHOBAHHOCTH M TEXHUYECKOI peajn3yeMoCTH

WNHudopmarimoHHble TEXHOIOTHH, TPOrpaMMHBIE U ITPOrPaMMHO-aNNapaTHbIE CPEJCTBA, MEPbI
3alUThl MHGOPMALUU JIOJKHBI OBITh PEaTM30BaHbI 110 COBPEMEHHBIM DPELICHUSM, OOOCHOBAHBI



C TOYKHU 3pEHMS JOCTMXKEHHUS 3a/1aHHOTO YPOBHS 3aIUIIEHHOCTH MH(POPMAIMK U 3KOHOMHYECKON
11e71ecO00pa3HOCTH, a TakKe COOTBETCTBOBAaTh YCTAHOBICHHBIM HOpMaM M TpeOOBaHUSIM
1o 6e30MacHOCTH WH(POPMALIUH.

Ipunuun npogeccuonaanzma

Peanuzamust Mep 3ammThl MHQOpPMAMM M HKCIUTyaTalusl CPEICTB 3allUThl WH(GOpMaIUu
JIOJKHA OCYIIECTBISATHCS IPO(ECCUOHATLHBIME CIICIIUATUCTAMHU.

[IpuBneueHue cienMaIM3UPOBAHHBIX OpraHU3AINi K pa3paboTKe CPEeICTB U pealn3aluu Mep
3aIuUThl UHPOPMALMK, MOATOTOBJICHHBIX K KOHKPETHOMY BHAY ACSITEIBHOCTU MO 00ECIeYeHHIO
6e30rmacHOCTH HH(GOPMAIIMOHHBIX PECYPCOB, HMEIOIIHUX OMBIT MPAKTUYECKOW PabOThl M TUIIEH3UU HA
MIPaBO OKa3aHUs YCIYT B 3TOH 00IacTH.

IIpyuHUMN MUHUMM3AIUU IPUBUJIET U M0JIb30BaTe el

ObecrieyeHre OIB30BATENCH MPUBHICTUSIMI MUHUMAIILHO JOCTATOYHBIMH JJIsi BBITIOHEHUS
HMH CBOUX JOJDKHOCTHBIX oOsi3anHOCTeH B ['BIOY.

4  OCHOBHBIE TPEBOBAHMS 110 3AINMTE UH®OPMALINHN
OT'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MHGOpPMAIMU JOJDKHA NPEIyCMAaTpUBaTh KOMIUIEKC OPraHM3allMOHHBIX,
MPOrPaMMHBIX M MPOrPaMMHO-AIAPaTHBIX CPEICTB U MEp IO 3aiuTe WHGOpMaluu B IMpolecce
ee 00paboTKH.

Brimonnenune TpeOoBaHUN AOCTHraeTcs 3a CUET peanu3alii Ha 00beKTax MH(opMaTH3anuu
Mep TI0 3aIuTe HHPOPMAIIUH:

UICHTU(PUKAIIMY U ayTeHTU(QUKANK CYOBEKTOB HOCTYIA U OOBEKTOB JOCTYIIA;

YIIPaBIICHHUIO TOCTYIIOM CYOBEKTOB JIOCTYIA K 00BbEKTaM JI0CTYIIA;

OrpPaHUYEHHUIO IPOrPAMMHOMN CPEJIbI;

3alIUTEe MAITMHHBIX HOCUTENEH MepCOHANbHBIX JaHHBIX;

perucrpanuu coObITHI OE30IMaCHOCTH;

AHTUBHUPYCHOU 3aILNTE;

00Hapy>KEHHUIO BTOPKEHUH;

KOHTPOJIO (QaHAJM3Y) 3aIMIIEHHOCTH NePCOHAIBHBIX IaHHBIX;

00ecIeYeHu o0 1IeTOCTHOCTH HH(POPMAITMOHHON CHCTEMBI M ITEPCOHATIBHBIX JaHHBIX;

00eCreueHuI0 JOCTYITHOCTH MePCOHANBHBIX JaHHBIX;

3alUTBI CPEbl BUPTYaIU3alluu;

3aIUThl TEXHUYECKUX CPEJNICTB;

3alUThl HH(OPMAIIMOHHOIN CUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U Mepeayu JaHHBIX;

BBISIBJICHUIO UHIIMJIEHTOB U PEarupoBaHUE Ha HUX;

yIIpaBJICHUIO KOH(PUTypareid HHPOpMaImOHHON CUCTEMBI M CHCTEMBI 3aIUTHI TEPCOHATTBHBIX
JTAHHBIX.

I'BAOY, xak obnanarens HHPOPMALUMU OIPAaHUUYEHHOTO JIOCTYTIA, IIPU OCYIIECTBIEHUU CBOUX
mpaB 0053aHO:

co0JII0/1aTh IIPaBa U 3aKOHHBIE HHTEPECH! MHBIX JIUIL;

MPUHUMATh HEOOXOMMbIE MEPHI IO 3aIUTE HHPOPMAIUH;

OrpaHMYMBATH JOCTYl K HMH(pOpMAnuM, eciu Takas oOOsI3aHHOCTh YCTaHOBJIEHA
3aKOHOJATeILCTBOM Poccuiickoi denepanni.

B tom uncne I'BJIOY, BpaBe eciu HHOE HE IPENYCMOTPEHO 3aKOHOIATENBCTBOM Poccuiickoi
Oenepanuu:

paspelaTh WiIK OrPaHUYUBATh JOCTYN K UH(POPMALIMH, ONIPENENISITh OPSA0K U YCIOBHS TAKOTO
JOCTYIa;

UCIOJIb30BaTh HH(OPMAIIHIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHUIO;

nepenaBaTh MH(OpPMaLMIO JPYTMM JIMIIAM HAa YCTAHOBJIEHHOM 3aKOHOJATEJIbCTBOM
Poccuiickoii ®enepaiiyii OCHOBaHUU;

3alUIIATh YCTaHOBJICHHBIMH 3aKOHOJATeNbCTBOM Poccuiickoit denepanuu cocodamu cBOU
IIpaBa B CJIy4ae HE3aKOHHOTr0 NOJyuyeHUs HH(POpMAIIUU UM €€ HE3aKOHHOT'0 UCIIOIb30BaHUS MHBIMU
JULAMU;



OCYLIECTBIIATh MHBbIE JEHCTBUA ¢ HMH(OpMalMed WIM pa3pelarb OCYILECTBICHHE TaKUX
NEeWCTBUM, ecau 53TH JeWCTBUS HE NpOTHBOpedarT (eaepalbHBIM 3aKOHAM U JPYTUM
HOPMaTUBHO-NIPABOBbIM akTaM Pocculickoit denepanui.

3amura UHGOpPMALMM  OTPAHUYEHHOrO  JIOCTyNla HpPEJACTaBiseT Cco0OM  NpuHATHE
OpraHU3alIOHHBIX U TEXHUUYECKUX Mep, HallPABJICHHBIX Ha!

coOroieHne KOHPUACHINATHLHOCTH HHpOpManuu (UCKIIOUYEHUE HEMPaBOMEPHOTO JOCTYIIA,
KOIMPOBaHUs, PEJOCTaBICHMS UM PacIpOCTpaHeHUs MH(OpMAIIN);

obecrieyeHue 1eJI0CTHOCTH UH(popMaluy (MCKITIOUEHHE HEePaBOMEPHOTO YHUYTO)KEHUS
WM MOJIU(PUIIMPOBAHUS HH(DOpMAITIH);

pea3aIuio mpasa Ha JOCTYI K HHPOpMaIuH (MCKII0YEHHE HETTPAaBOMEPHOT0 OJIOKMPOBAHUS
nH(pOpMAITUN).

CpencrBa 3amuThl MHGOpMAIMK BHEAPSIIOTCA 1O PE3yJbTaTaM MPOBEICHUS OLCHKH PUCKOB
MH(POPMALMOHHOM 0€30MaCHOCTH.

Opranuzanus 3amuThbl UHGOpMAUH

IIpu opranmzanuu B I'BJIOY 3amutsl MH(OpMAINK, TOKHBI BBIMOIHATHCS TpPeOOBaHMS
®enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «OO6 wuHbopmanuu, WHPOPMALMOHHBIX
TEXHOJOTMSX W O 3amuTe HH(OpMAalUM», KOTOpbIE PETYIMPYIOT OTHOIIEHUS, CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKPALICHUEM pekuMa 00pabOoTKH 3aluIinaeMoi HH(OpMalLnu.
B Tom umcne tpeboBaHus o 3amuTe WHGOPMAIMM, HE COCTABISAIOUICH TOCYIAPCTBEHHYIO TaiiHY,
coJiepKalleiics B TOCYJapCTBEHHBIX HH()OPMAIMOHHBIX CHCTEMax YTBEP)KICHHBIE IPHUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «OO0 yrBepxaeHUM TpeOOBaHUN O 3aliuTe HWH(pOpPMALUH,
HE  COCTaBJIIOIIEH  TIOCYAApCTBEHHYIO  TaliHy, coJepXkallelcs B  TIOCYAapCTBEHHBIX
MH(OPMAIIMOHHBIX CUCTEMAax» Ui TOCYJapCTBEHHBIX HH(OPMAIMOHHBIX CHCTEM IO KOTOPBIM
I'BJOY saBnserca Oneparopom.

B I'BIOY nomumMo peanu3aiii OCHOBHBIX MEp 3allUTHI HH()OpMAIIUK OCYIIECTBIISAETCS :

peryiasipHas  OIICHKAa W  VyIpPaBJIGHHE pUCKaMU  HWH(OpPMAIMOHHOW  0€30MacHOCTH
B COOTBETCTBHMHU C YCTAHOBJIEHHBIMU MPOLEAYPAMHU B 00JIACTH yIIPaBICHUS PUCKAMU;

nH(POPMHUPOBAHUE, o0y4eHue u MOBBILIEHHE KBaJTH(PHUKAIUN pabOTHUKOB
I'BAOY B chepe napopManmoHHON OE30MaCHOCTH;

MeTOoAMYEeCcKass MOMOIIb pabOTHMKaM B BoIpocax obOecnedyeHus HHPOPMALMOHHON
0C30I1aCHOCTH;

aHaJIM3 ¥ IOMCK BO3MOYKHOCTEH MO TOBHIIIEHUIO YPOBHS 3alIMIEHHOCTH WH(OPMALINH.

st opranuzaruu 3amuthl nHGopMaiuu, ['6/IOY BnpaBe nmpuMEHSITh CpeACTBA U METOJIBI
TEXHUUYECKOM 3alMThl, NPEANPUHUMATH Jpyrue, HE MPOTUBOpPEYAIUE 3aKOHOAATEIbCTBY
Poccuiickoit denepannu, Mepsbl.

B pamkax oOecriedeHus 3aluThl HHGOPMAIMK, B paMKax TPYIOBbIX OTHOIIEHUI HEOOX0IUMO
O3HAaKOMHTb O] POCIIHCH PAaOOTHUKOB, JOCTYI KOTOPBIX K MH(MOPMAIIUU OrPAaHUYEHHOIO JIOCTYIIA,
HEOOXOJIUM JUIS BBIMOJIHEHUS] UMU CBOMX JIOJDKHOCTHBIX O0SI3aHHOCTEH, ¢ mepeyHeM WH(pOopMaluu
OrpaHUYEHHOro AocTymna, u npuHiIThiMU B ' BJIOY Mepamu 3amutel HHQOpMAaIH.

Oco0eHHOCTH 3aIUTHI EPCOHATBbHBIX JAHHBIX

IIpu opranmzamuu o6padotku B ['BIOY  nepcoHanbHBIX JaHHBIX ~ HEOOXOAUMO
PYKOBOICTBOBaThCSl TpeboBanmsmu DenepanbHoro 3akona ot 27.07.2006 Ne 152-®3
«O nepcoHaNbHBIX JTaHHBIX).

Ilepeuenpr Mep, BbINMOJIHEHHE KOTOpbIX oOecrmeunBaer ['BJIOY B kadecTBe omeparopa
MIEPCOHANIbHBIX JaHHBIX, JOJKEH BKJIIOYATh:

HaszHaueHue B [ BJIOY oTBeTcTBEHHOr0 3a OpraHu3alo 00paboTKH MEePCOHATBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, ONMPECISIONINX MIPaBUIa B OTHOIIEHUU 00paOOTKU MEePCOHAIBHBIX
naHHbIX B ['B/I0VY, nokanbHbIX akTOB MO BonpocaMm 00pabOoTKH NEPCOHAIbHBIX JaHHBIX;

IPUMEHEHHE OpPraHU3alMOHHBIX M TEXHUYECKUX Mep Mo obecneueHuro 0e30macHOCTH
MIEPCOHANBHBIX JAHHBIX B COOTBETCTBUHM cO cTarbed 19 dexpepanbHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHaTBHBIX TaHHBIXY;

BBINOJIHEHHE TPEOOBAHUHN IO COCTABY M COLEPIKAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX MeEp
o obecrneyeHuto 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPU UX 00paboTke B MH(OPMALMOHHBIX



CHUCTEeMax MEePCOHAIBHBIX JaHHBIX yTBepACHHBIX [Iprkazom @CTOK Poccun or 18.02.2013 Ne 21
«O0 yTBEp)KJICHUH COCTaBA U COJIEPKAHMSI OPraHU3ALMOHHBIX U TEXHUUYECKHX MEp MO0 00eCTIeYeHHIO
0€30IacHOCTH TEPCOHAIBHBIX JAHHBIX NpU HMX 00paboTke B HWH(MOPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX TaHHBIXY,

OLIEHKY Bpe€Aa, KOTOpbIH MOXeT OBbITh IMPUYMHEH CYOBEKTaM IepCOHAIbHBIX JAaHHBIX
B cinydyae HapymeHus PenepanbHoro 3akoHa Ne 152-@3, cooTHomeHHE YyKa3aHHOTO Bpela
Y MPUHUMAEMBIX OINEPaTOPOM MEp, HANpaBJICHHBIX Ha OOECIIEYCHHE BBITIOJTHEHUST O0S3aHHOCTEH,
npeaycMoTpeHHbIX DenepanbHbiM 3akoHoM No 152-D3;

o3HakomsieHue pabotHukoB ['BJIOY, HemocpenCTBEHHO OCYLIECTBIAIONMX 00paboOTKy
MEPCOHAJIBHBIX  JaHHBIX, C TMOJOXKEHUAMH 3aKOHOAATENbCTBA Poccuiickonn ~ Penepauuu
O TEPCOHAIBHBIX JaHHBIX, B TOM 4YHCI€ TpPeOOBAHUSAMHM K 3aIlUTE MNEPCOHAIBHBIX JaHHBIX,
JOKyMeHTamH, onpezaenstomumu tpedoBanus ['BJIOY B oTHOmEeHHH 00pabOTKU IMEPCOHATBHBIX
TAHHBIX ¥ 00ydeHHe, P HEOOXOIMMOCTH, YKa3aHHBIX pa0OTHUKOB.

ObecnieueHne 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JIOCTUTAETCS, B YACTHOCTH:

OmpeleNieHueM  Yrpo3 M Hapymurtened  0e30MacHOCTH  MEPCOHANBHBIX  JaHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX;

OIIPEJCIICHUEM YpPOBHS  3AILMIIEHHOCTH IIEPCOHAIBHBIX JAaHHBIX B  COOTBETCTBUHU
¢ tpeboBanusmu IloctanoBnenus [IpaButensctBa Poccuiickoit @enepanuun or 01.11.2012 Ne 1119
«O06 yTBepkaeHMHM TpeOOBaHMN K 3alIUTEe NEPCOHANBHBIX JAHHBIX MpPH HX 00paboTke
B MH(OPMALMOHHBIX CUCTEMAX I1€PCOHAIBHBIX TaHHBIX);

IPUMEHEHUEM MPOLIECIINX B YCTaHOBJIEHHOM MOPSAIKE MPOLENypy OLEHKH COOTBETCTBUS
CpPEZCTB 3aIIUThI UH(OpMAITHH;

OlIeHKOW A()(hEeKTUBHOCTH MPUHUMAEMBIX MEp TI0 3allUTe IMePCOHAIBHBIX JaHHBIX JI0 BBOJA
B HKCITyaTalI0 HH(OPMALIMOHHON CUCTEMbI IEPCOHANIBHBIX IaHHBIX;

BOCCTAHOBJICHHEM IEPCOHAIBHBIX AAHHBIX, BCIECACTBUE MOTYYCHUs HECAHKIIMOHUPOBAHHOTO
JOCTYTa K HUM;

YCTAaHOBJICHMEM MpaBWJl  JOCTyMa K MEpPCOHAIbHBIM  JIaHHBIM, 00pabaTbIBaeMbIM
B MH(OPMAIIMOHHBIX CHUCTEMax IMEPCOHAIBHBIX JAaHHBIX, a TaKkKe OOECIeYeHHEeM perucTpanuu
U y4eTa BCeX JICHCTBHI, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B WH(OPMALIMOHHBIX CHCTEMax
MIEePCOHANBHBIX IaHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBIMH MEPaMH 10 3alUTe MEePCOHATBHBIX TAHHBIX U ONPEIEICHHOr0
YPOBHS 3aIIMIIEHHOCTH WH()OPMAIIMOHHBIX CHCTEMAax MEPCOHANBHBIX JAHHBIX B IpoOIecce
ee IKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUSA K ITIPOHECCAM OBECIIEYEHUSA
WH®OPMAIIMOHHOM BE3OITACHOCTHA

MeTtoanueckoe pyKOBOJICTBO, pa3padOTKy pelleHui 1Mo 3amuTe HHPOpMAaIiH, COTIacOBaHUE
BBIOOpA CPEICTB BBHIYMCIUTEILHON TEXHHKH, MPOTPAMMHBIX M MPOrPAMMHO-ANNapaTHBIX CPEICTB
3aMThl UH(OpPMAIMK, OpraHU3alHMI0 paboT MO BHISBICHUIO BO3MOXXHOCTEH W MPERYNPEKICHUIO
YTEUKH ¥ CBOKMCTB 3amumiaeMoil uWHOOpMamuu, arTecTaluio OOBEKTOB HWH(OpMaTH3AIMHI
OCYILECTBISAIOT KOMIIETEHTHBIE CTPYKTYpHbIe noapasaeneHus I'bJIOY.

Pusznyeckas 6e30MaCHOCTH

[IpunsTHIE OpraHrW3alMOHHbBIE U TEXHUYECKHE MephI 110 3ammuTe nomemenuit ' bI0Y nerckuii
can Ne 4, cepBepHOro U KOMMYTAIIMOHHOT'O O00OpYAOBaHUS, aBTOMATU3UPOBAHHBIX PAa0OYMX MECT
nonp3oBateneid mHpopmannoHHbx cucteM ['BJIOY obecrieunBaroT peanu3ainuio CISIYIONUX Mep
To:

pasrpaHudeHUI0 jgoctyna paboTHukoB B momemnieHus ['BJIOY B coorBercTBHM ¢ HX
MTOTHOMOYHSIMH U JTOJIKHOCTHBIMU OOSI3aHHOCTSIMU;

peructpauuu (akToB BXOAa paOOTHUKOB B IOMEIIEHHS B KOTOpPbIX Belercs oOpalboTka
MIEPCOHAJIbHBIX TaHHBIX;

KOHTpoJIMpyeMoMy mpeObiBanuio nmocTopoHHUX Juil B ['BJIOY B momemieHus, B KOTOPBIX
BeZleTcs 00paboTKa MH(OpMAIMKM OTPaHUYCHHOTO JOCTYNA M pa3MeEIleHBl amlapaTHble CpeCcTBa
HH(OpMaIMOHHON CUCTEMBI,



OpraHu3aliK PeKUMa KOHTPOJIUPYEMOTr0 BHOCA/BBIHOCA CPEACTB 00paObOTKH HHGOPMAIIHH.

[Tomemenuss ['BJIOY gomkHBI OBITH O00OpPYIOBaHBI JETEKTOPAaMHU OTFHS U JbIMAa,
OTHETYUIMTENSAMH, CHUCTEMaMU KOHAMLMOHMPOBAHUS BO3/1YyXa, CPEJICTBAMHU OXPAHHO-TIOKApPHOU
CUTHAJIM3alUu.

OcHOBHOE cepBepHOE M KOMMYyTarmoHHoe obopymoBanue I'BJIOY nomkHO OBITH 3alIUIIEHO
OT mepe0oeB B MoJaye 3JIEKTPOIHEPTHH IMyTEM MOIKIIOUEHHUS K DJIEKTPOCETH C MPUMEHEHHEM
HUCTOYHUKOB OecriepeOOMHOr0 MNUTAaHUS M PEe3epBHOrO  Ju3enb-reHeparopa. McTouHuku
OecriepeOOitHOrO MUTaHUSI HEOOXOIUMO PETYISPHO TECTHPOBATh U MPOBEPSATH YIMOIHOMOYECHHBIM
pabotHukam 'B/IOY B cOOTBETCTBUU C peKOMEHIAIUSMH ITPOU3BOAUTEIIS.

[TopTaTHBHBIE TEXHUYECKHE CPEJICTBA HE TOJIKHBI OCTABAThCS 3a IPeIeIaMi KOHTPOIUPYEMOi
3oubI ['BJIOY 63 koHTpOIst co ctoponbl padbotHrkoB ['BJIOY.

Be3onacHocTs Ha paGodyem mecTe

3anperiaercss BECTH 3allCh Mapojieil B OTKPHITOM BHUAE Ha MaTepUaJIbHBIX HOCHUTEIS,
3a UCKJIFOYEHUEM CIIy4aeB, PErJIaMEHTUPOBAHHBIX METOJ OB XPaHEHUS.

JIOKyMEHTbl M HOCHTENH ¢ WH(OpManueld OrpaHMYEeHHOTO JOCTYIAa IOJKHBI YOHpaThCs
B omnedaTeiBaeMble Mecta (ceiippl, mKkadhbpl © T.I.), TpH yXoae ¢ pabodero Mecra.
Ha aBromaTtu3upoBanHom padodem Mecte Ilomb3oBaTens paboyasi ceccusi TODKHA OBITH TTpEpBaHa,
pabouunii cronm 3a0mokupoBaH. Bxona monb3oBaTenss B CUCTEMY HE JODKEH BBIMOIHATHCS
aBTOMATHUYECKH.

JlokyMeHTbI, cofepxalire HHGOpMaIno OrpaHUYEHHOT0 JOCTYIA, JOHKHBI Cpa3y U3bIMAThCs
W3 TMeyaTaromMX ycTpoucTB. Jlns yTuiu3anuu KOH(PHUACHIIUATBHBIX JTOKYMEHTOB, JOJKHBI
WCIIONB30BaThCsl YHUUTOXKUTENN JIOKYMEHTOB HEe HUXe 4 YpOBHS IO CTaHAapTy Oe30MacHOCTH,
MIPUMEHSIEMOMY K YHUYTOXHUTEISIM JOKYMEHTOB.

[Ipn wucnonb30BaHMM MOOWJIBHBIX TEXHHUYECKUX CpPEICTB HEOO0XOJUMO  CcOOII0aaTh
JOTIOJTHUTENBHBIE MEPhl MO PEerJIaMEHTAIlMM ¥ KOHTPOJIIO HCIONB30BaHUS B WH(OpMAIMOHHON
CUCTEME MOOUJIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxnenune mnpencraBuTeneil IOPUAMYECKUX JIML B pPaMKaxX MWCIOIHEHUS JOTOBOPHBIX
00513aTeIHCTB B MMOMEIIIEHUAX B KOTOPBIX BeeTcs 00paboTka HHpOpMAIIMH OTPaHNYEHHOTO TOCTyIa
WH(POPMALMOHHOM CHUCTEMBI, BO3MOXHO TOIBKO B cONpoBOXIeHHH pabotHuka ['B0Y
JOITYIIIEHHOTO 10 00paboTKH Takol WHpopMaruu.

PasMemienue TeXHMYECKMX CpEACTB BbIBOAa uHHpopmauuu B mnomenienusx ['BJOY
MPOM3BOIUTCA C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BHU3YAJIBHOTO IMPOCMOTpa HWHGOPMAIHUU
MMOCTOPOHHUMM JIMLIaMU ¥ pabOTHUKAMU, HE TONYIIEHHBIM K paboTe ¢ JaHHON nH(opMalren.

Texuuyeckue cpeacTBa JOHKHBI Pa3MEIIAThCs K XPAHUTHCS TAKUM 00pa3oM, YTOOBI COKPATHTh
BO3MOJKHBIM PUCK OBPEXACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOI'O 1OCTYTIA.

TexHuueckoe 00cayKUBaHUE 000PYA0BAHMS

Texuunueckue cpeacrBa ['BJIOY nommkHBI TPOXOAWTH HA PETYISIPHOM OCHOBE CEPBHUCHOE
00CITy>)KUBaHHE B COOTBETCTBUH C PEKOMEHIAIIMSIMU MTPOM3BOIUTENIEH 000py10BAHNS.

PeMoHT u cepBHuCHOe oOcioyKMBaHHE OOOPYJOBaHUS JOJDKHBI BBIIOMHATHCS TOJIBKO
KBaJIU(PUIIMPOBAHHBIMU CIICIIHATUCTAMH.

Texuuueckoe oOcayXHBaHHE OOOpPYIOBaHHMS CTOPOHHHMH OpPTraHU3ALUSAMH HE JOJDKHO
MIPUBOANTH K PUCKY HAPYIIICHUS KOH(DHUICHIIMATIBHOCTH 3allIMIaeMoi nH(opmauu.

B3aumopeiicTBue ¢ TpeTbMMU JTHIAMHA

B mensx obecrneuenuss mHpopMmarmonHoit 6e3omacHoctd ['BJIOY mnpu B3aumoneicTBUU
C TPETHUMH JIUIIAMH JIOJDKHO BBITIOJIHSTH CICTYIOIINE MEPOIIPUSATHUS T10:

3aKJIIOUEHUIO0 COTJIAllleHUsT O Hepas3riameHuu HWH(OpMaluu OrpaHM4YeHHOro JIOCTyMa
MOJyYEHHOW B XOJI€ UCTIOJIHEHUS IOTOBOPHBIX 0053aTENbCTB,;

OCYILIECTBJICHUIO KOHTPOJSI 3a JEHCTBUSIMU IPEACTABUTEIEH KOHTPAareHTOB B Mpeiesiax
KoHTpoiupyemoit 30ub1 ['B/I0OV.

YnpasJ/ieHue )KH3HEHHbIM IUKJIOM HH(OPMALHMOHHBIX CHCTEM

Mepornpusatust B mpoliecce >XHU3HEHHOro 1nukia nHdopmarmonasix cucteM ['B/I0Y nomxHb
ObITh HAIpaBJIEHBl Ha oOecreueHue 3aluThl UHPOPMAIMK MIPU BBOJIE B JACWUCTBUE, IKCILTyaTalllu,
COIMPOBOXKIEHUHU U MOJIEPHU3ALINH, BHIBO/IA U3 DKCIUTyaTALINH.



OcHoBaHueM npu pa3paboTke HH(OPMALMOHHBIX CUCTEM JOJDKHBI SIBJIATHCS PpEIICHUs
NpUHATBIE Ha cTaauud (GOpMUpOBaHUS TpeOOBAaHUHM, colepXkaliue TpeOOBaHUS B TOM YHUCIIE
0 CHCTEME 3aIUThl HHPOPMAIUH.

JIro6oe miaHupyeMoe K BHEIPEHUIO U3MEHEHNE UHPOPMALIMIOHHOW CUCTEMBI IIPEIBAPUTEIILHO
JOJDKHO ~ OBITh  IPOAHAJIM3UPOBAHO HA  COBMECTHMMOCTh M OTCYTCTBUE  HapyUIeHHH
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3alUTHl HH(POpMAIIH.

PaGotel mo MoxepHHM3anuMu HHPOPMALMOHHOM CHCTEMbI, B TOM YHCIE IO YCTaHOBKE
IPOrpaMMHOI0 o0ecrieueHHsI U OOHOBIIEHUH, TOJKHBI IPOBOAUTHCS B HEpabodee BpeMsl UM BpeMs
HauMeHbIIIel pabodeil Harpy3Ku.

[Ipu BBIBOIE U3 OKCIUTyaTallid WH(POPMAIIMOHHBIX CHCTEM JIOJDKHO OOECTIeUYMBATHCS
rapaHTHPOBAaHHOE yjaneHue o0pabdaTbIBaeMOil M XpaHUMOW B HUX MH(OPMALIUU C HCIIOIb30BaHUEM
CPEACTB T'apaHTUPOBAHHOI'O YHUUTOXKEHHSI MH(OpMAIUHM WIK MyTeM (PU3MYECKOro YHUUTOXKEHUS
HOCHTeINeH HH(POpMAIIHH.

Bce nporneaypsr obecnieuenus 3anuthl nHGopManuu, yctanoieHHsle B ' BJIOY nerckwmii can
Ne 4 B oTHOmIEHNM NH(OPMALIMOHHBIX CUCTEM, JOJKHBI BBITOIHATHCS M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMU JIMI[aMH 32 OPTaHU3AlMI0 padOT MO 3alUTe UHPOPMALIUH.

KonTpoas 1ocryna Kk uH(GpOpMaHOHHBIM CHCTEMaM

Bcee pabornuxku ['BJAOY, nomymienHsie k pabore ¢ MH(GOPMALIMOHHBIMM CUCTEMaMH HECYT
NEPCOHAIILHYIO  OTBETCTBEHHOCTh 32 HApYIICHUs YCTAaHOBJIEHHOI'O TIOpSAKa 0OOpabOTKH
nH(pOpMaIuu.

VYpoBeHb NOJHOMOYMH TMoJb30Barenst B uHpopmauuonHoi cucreme ['BAOY pomxen
OIPEIEINIATHCS B COOTBETCTBHUHU C €T'0 JODKHOCTHBIMU O0SI3aHHOCTSIMU.

Hoctyn nomns3oBareneit Kk nHGopmanronHbM cuctemMaM ['BJIOY nomkeH KOHTPOIUpOBaThCS
aJIMUHUCTPATOPOM HMH(}OpMaIIMOHHOMN CUCTEMBI.

OcyiecTBI€HNE PETYISPHOrO KOHTPOJISL BBIIOJHEHUS OpPTraHU3allMOHHO-PacIOpsSIANTENbHBIX
JIOKYMEHTOB, Kacaroluxcs periaMmeHTanuu gomnycka padorHukoB ['BJIOY k uHpopmannoHHBIM
CHCTEMaM.

HNpentudukanus v ayreHTH(PUKALMS

Joctyn monb3oBareneil K MHOOPMAIIMOHHBIM CHCTEMaM JOJHKEH MPEIOCTaBIATHCS TOJIBKO
1I0CJIE€ YCHEIIHOT0 3aBEpILEeHUs UICHTU(DUKALIUH, AyTEHTU(PUKALUH.

[Tony4yeHue mnonb30BaTeieM HMMEHH B HMH(OPMAIIMOHHOM CHUCTEME M Mapoiisi, KOTOpbIE
o0ecreunBaroT JOCTYN K HHPOPMALMOHHOW CUCTEME, JTOJKHO OCYIIECTBIISTHCS 110 MPEICTABICHUIO
PYKOBOIMTENS CTPYKTYPHOI'O MOAPA3AEIEHUS.

YupasJjieHue 10CTyIIOM

B I'BJIOY HOMKHO OCYHIECTBISITHCS YIPABIEHUE TOCTYIIOM K MH()OPMAIIMOHHOW CHUCTEME
IIOCPEJICTBOM pealln3allid HEOOXOAUMBIX METOAOB, THUIIOB M IPAaBWJ pasrpaHUUYCHMs AOCTYIA
nonbs3oBatensiM uHpopmanuonHor cucteMbl ['BJIOY. B ToM uucne oOecrnedeH 3allMIEHHBINA
yIAJIEHHBIA JTOCTYN CyOBEKTOB JIOCTyNa K OOBEKTaM JIOCTYyIa uepe3 BHEIIHWE WH(POPMALUOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE CETH.

be3onacHocTh npu padoTe ¢ HOCHTEASIMU MH(OPMATUT

Paborauku I'BJIOY n0MmKHBI HCTIONB30BATh TOIBKO YUTEHHBIE CheMHbIE MAIIMHHBIE HOCUTEIH
nH(popManuu A BBINOJIHEHHUS] CBOMX JIOJDKHOCTHBIX 0Os3aHHOCTell. lMcronb3oBaHME ChEMHBIX
MalIMHHBIX HocuTenel nupopmanuu B '6/10Y B MHBIX LIeNAX CTPOro 3arperieHo.

CbemHbIe MalIMHHBIE HOCUTEIHN WH(GOPMALIUK JOJDKHBI XPAaHUTCS B OII€YaThIBAEMBIX IIKadax,
B [IOMEIIEHUSIX B KOTOPBIX IIPeIycMOTpeHa 00paboTka HHGOpMAIMi OrPaHUYEHHOT' O 10CTYIIA.

B ciyuae kpaku WM MOTEpH ChEMHOI0 MAIIMHHOIO HOCUTENs MH(OpMaIMH, a TaKXKe UHBIX
MHIUICHTOB, KOTOpPhIE MOTYT MPHUBECTH K HAPYIIEHUIO CBOWCTB HH(OPMALUU OrPaHUUYEHHOI'O
J0CTYNA, AOJKHBI ITPOBOAUTHCS. MEPOIIPUATHUSA 110 PACCIEAOBAHUIO TAKMX NHIIMICHTOB.

IIpu BBIBOJE M3 3KCIUTyaTallMM ChEMHOIO MAIIMHHOTO HOCUTENs MH(POpMALUH, BCE JaHHBIE,
XpaHsIIMECs: HAa HEM, JOJDKHBI OBbITh YAaJeHbI OMPEICICHHON KOMHCCHEH M3 4Hcia pabOTHHKOB,
CPEICTBOM IapaHTUPOBAHHOTO YHUUTOKEHUSI HHPOPMALIIH.



@akT YHUUTOXKEHHUA HUH(GOpPMAMU Ha CBHEMHOM MAIIMHHOM HOCHUTeNle UH(pOopMaIun
¢ukcupyercs B akTe 00 YHUYTOXKEHMM HMHPOPMAIMH CO CHEMHOTO MAIIMHHOTO HOCHUTENS
uH(pOpMaLIUH.

Perncrpanus codbITHil

B TI'BJOY  pomkHa  OCYIIECTBIATHCS  PETUCTpPAllMA  COOBITHH  O€30macHOCTH
Ha BceX KommoHeHTax wuHpopMannonHblx cucteM ['BJIOY, B koropeix oOpabaTeiBaeTCs
3amuiaeMas iHpopmarus.

AHTHBHUPYCHAsI 3alIIUTA

B nensx oOHapykeHHs U ycTpaHeHus: BpeqoHocHbIX nporpamM B I'B/IOY nerckuit cag Ne 4
JIOJDKHBI UCTIONIb30BAThCS CPECTBA aHTHBUPYCHOMN 3aIIUTHI MH(POPMAIUH.

OO0s13aTeIbHOMY KOHTPOJIIO CPEICTBOM AaHTUBHPYCHOM 3alIUThl HHGQOpPMAIMKU J0JKHA
nojuiexarb Jro6as uHpopMmanus (TeKCTOBble (ailinbl 00BIX ¢GopmaroB, (aiiasl JAaHHBIX,
ucrojHseMble (Qailnbl), moiayyaemass U IepejaBaeMasl IO JIOKaJIbHON BBIYMCIUTEIBHOM CeTu
B TOM 4YHCI€ U CETAM OOIEro Mojib30BaHUs, a Takke HH(OpMalus, XpaHHMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTEISAX HH(OPMAIIUH.

IIpu ycTaHOBKE IPOrpaMMHOr0 00ECTIIEUEeHHs UJI €ro 0OHOBJIEHHSI Ha CEBEpHOE 000py10BaHUE
JIOJKHA AaBTOMATHUYECKH BBINNOJHATBCA IpPEJBApUTENIbHAS MPOBEPKA JAHHOI'O IIPOIPAMMHOIO
obecrieyeHus Ha OTCYTCTBUE BPEIOHOCHOI'O IPOrPaMMHOI0 00eCIIeueHusl.

OOHoBneHne 0a3 cUTHATyp AJIsl CPEACTBA AHTUBHUPYCHOHM 3aIlUThl MH(POPMAIUH JOJKHBI
OOHOBIIATEHCS €KETHEBHO.

[Tonb3oBaTenn oe3 npas aJMUHHCTpaTOpa uH(pOpMaIMOHHOU CUCTEMBI
I'BAOY He NOmKHBI UMETh BO3MOXHOCTH MONYYCHHS JOCTYyNa K KOH(HUTyparuu aHTUBHPYCHOTO
CPEICTBA 3aIMTHI WK €r0 OTKIIOYEHHUS.

KoHTpo/1b 3a1MIIIEHHOCTH IePCOHAIBHBIX JAHHBIX

B mensx MCKIIIOYEHMS HKCIUTyaTalluM YA3BHUMOCTEH MPOrpaMMHOIO 00eCHeueHHs JOJKHBI
MPOBOAMUTCA pabOThl IO BBISBICHUIO, AHAIU3Y YyA3BUMOCTEH HH(OPMALMOHHON CHCTEMBI
Y OIIEPaTUBHOE YCTPAaHEHUE BHOBB BBISIBIICHHBIX YS3BUMOCTEN. B TOM uncie opraHu3anus KOHTPOJIS
YCTAHOBKM OOHOBIIEHHSI POrPAaMMHOI0 00ecIieYeHHUs BKIII0Yasi CPEACTB 3alUThl MH(OpMAaIIH.

Hcnoan3oBanue NnporpaMMHOro odecneyeHust

Bri6op mporpammHoro obOecnedeHuss s Mpou3BoACTBEHHBIX HYxaA ['BJIOY  momxen
IIPOU3BOAUTHCS B IPUOPUTETE K OTCYECTBEHHOMY, BHECEHHOrO B EJWHBIA peecTp pPOCCHUCKUX
MIPOrpaMM JIsl 3JIEKTPOHHBIX BHIYUCIUTENBHBIX MALIUH U 0a3 TaHHBIX. B ci1y4yae oTcyTcTBUS aHaora
B EnnHoM peecTpe poccuilckux mporpaMm i 3JIGKTPOHHBIX BBIUMCIUTENBHBIX MAallUH U 0a3
JIAHHBIX JIOITYCKAaeTCs UCIOIb30BaTh MPOrPaMMHOI0 00ecreyeHre UMIIOPTHOTO IPOM3BOJICTBA.

Hcnonb3oBanne cpeacTs KpunTorpagpuyeckoi 3amuTbl HHGopManuu

Ob6ecrieyenre 3auThl HHOOPMALUK OFPAHUYEHHOIO JIOCTYIA OT PACKPBITHS, MOAU(PHUKAIIUU
U HaBs3bIBaHMA (BBOJA JIOXKHOW HH(pOpManMM) Hpu ee mepenade (IOArOTOBKE K Iepeaaye)
[0 KaHalaM CBS3M, WMEIOIIMM BBIXOJ 3a IMpelieibl KOHTPOJIMPYEMOW 30HBI 00ECTIEYHBAETCS
MIPUMEHEHHUEM CPEJICTB KpUNTOrpadUyecKoi 3amuThl UHPOPMALIKH.

[Tpuobperenue cpeacts kpuntorpaduyeckoit 3amutsl nHGopmanuu '6/I0Y ocymectBisercs
Ha OCHOBAHMM JOIOBOPOB U KOHTPAKTOB C JIMIIAMU MMEIOIIMMHU AelcTBYromyto juneHsuto OCb
Poccun Ha ocyiiecTBieHHE AEATENBHOCTH IO pa3paboTKe, MPOU3BOJCTBY, PacIpOCTPAHEHHIO
I PPOBATBHBIX (xpunrtorpapu4ecKux) CPEICTB, nH(OPMaIMOHHBIX CUCTEM
U TEICeKOMMYHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJIb30BAHHWEM IH(POBAIBHBIX
(kpunrorpadu4ecKknux) CpPeACTB, BBHIIOJHEHUIO pabOT, OKa3aHUIO YCIYr B 001acTu IHU(pOBaHUS
uH(popMaIuu, TEXHUYECKOMY OOCTYKMBAHUIO MHU(POBAIBHBIX (KPUOTOrPAapUUIECKUX) CPEJICTB,
MH(POPMALMOHHBIX CUCTEM U TEJICKOMMYHUKALMOHHBIX CHUCTEM, 3aIIUIICHHBIX C MCIIOIb30BAHUEM
mu(poBaTbHBIX (KPUNTOrpaQUUecKnx) CpeACTB (3a HMCKIIOYEHHWEM CIIydas, €CIIM TEXHUYECKOe
oOcay)xuBaHue MHU(GPOBAIBHBIX (KPUOTOrPAPUUYECKUX) CPEICTB, HWH(POPMAIMOHHBIX CHCTEM
U TEICeKOMMYHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C UCIOJb30BaHUEM IIH(POBATBHBIX
(kpuntorpadpuyecKkux) CpEeACTB, OCYIIECTBISAETCS M OOecreueHuss COOCTBEHHBIX HYX]
IOPUAMYECKOTO JIUIA WK WHAUBUAYAIBHOT O MPEIIPUHUMATEIS).



B wmensx opranumzauuu W o0ecrnedeHUMH Iepenayd HHGOpMalMM MO KaHalaM CBSI3U
C HCIIONIb30BAHUEM CPEJICTB KpHUMTOrpaduyeckor 3amuThl MHGOPMAIUU, a TaKKE BBITOTHEHUS
muneH3uoHHbix  TpeboBannii  ®Cb  Poccum B ['BJIOY nomkeH ObITh CO3MaH  OpraH
KpUnTorpa(guueckoi 3aiuThl.

[Topraneubie pemenuss ['BJIOY ¢ BO3MOXKHOCTBIO JIOCTyIa C CeTel OOIIEro IMOIb30BaHUS
JIOJDKHBI B MPHOPUTETE pa3padaThIBaThCS C OpraHM3alMedl 3allUIIeHHOro KaHajda IMOCPEICTBOM
nporokona TLS ¢ momnepxkoit anropurmoB 'OCT 34.10.

Hcnonb30BaHue 3JIEKTPOHHOM MOYTHI

DneKkTpoHHas modyra JAoDKHa ucnoib3oBateess B ['BJIOY ¢ menpro opranuzanuu obOMeHa
AJNIEKTPOHHBIMH ~ COOOLICHUSMH MEXIy paOOTHUKaMH U  CyObekTamMu HH(POPMAITMOHHOU
0€30I1aCHOCTH.

IIpu ucronb30BaHUU IEKTPOHHOM OYTHI 3aIIPEILACTCS:

oOMeH nH(popManuei s CIyKeOHOTo MOJIb30BaHMs, a TAKKe HHPOPMAaLUel OrpaHMYEeHHOT O
JIOCTYTIa;

IIPEIOCTABIIEHUE 1OCTyNA K JIEKTPOHHOM IIOYTE C UCIIOIB30BAHUEM JaHHBIX CBOEH y4eTHOU
3aMKCH TPETHUM JIMIIAM;

yOJIMKaIMs CBOETO CIIYKeOHOro ajapeca 3JIEKTPOHHOM MOYTHI B AJIEKTPOHHBIX KaTajlorax,
Ha MOMCKOBBIX MAllIMHAX U JPYTUX pecypcax cetu MHTepHeT B 1ensiX, HE CBSA3aHHBIX C UCIIOJTHEHUEM
CBOMX JIOJDKHOCTHBIX 00sI3aHHOCTEH;

MOJIUCKA O 3JEKTPOHHON MOYTE Ha pa3jMyHble peKJIaMHble MaTepHallbl, JIUCTHI PACCHUIKH,
AMEKTPOHHBIE KYPHAlbl M T.O., HE CBS3aHHBIC C BBIOJTHEHUEM IOJb30BATENEM TOKHOCTHBIX
00s13aHHOCTEM;

OTKpBITHE (3allyCK Ha BBINOJIHEHHE) (aiyIoB, MOMYYEHHBIX 10 AJIEKTPOHHOM I04YTe
Wi U3 pecypcoB cetu HTepHer, 0e3 mpeaBapUTENbHOW NPOBEPKHM WX aHTHUBUPYCHBIM
MIPOrpaMMHBIM 00ECTIEYCHHUEM.

PaGora B ceTsix 00111€ro MoJIb30BaHUS

I'BJIOY octaBaseT 3a coOol MpaBo OJIOKMPOBATH WM OTPAHUYUBATH JIOCTYIT paOOTHUKAM K
CeTsIM CBSI3U OOIIEro MOJb30BaHUsA, B TOM 4Hcie ceTH VHTepHeT, cojepKaHne KOTOPBIX HE MMEeeT
OTHOUICHHUS K UCIIOJTHEHHIO JTOJUKHOCTHBIX 00S3aHHOCTEH, a Takke K WH(POPMAIIMOHHBIM pecypcam,
COJIepKaHue U HAIIPaBJIEHHOCTh KOTOPBIX 3alPeleHbl 3aK0OHOoJaTeIbcTBOM Poccuiickoit denepanuu.

Wndpopmanuss o mnocemaemblx pabortHukamu ['BJIOY  uHpOpMAMOHHBIX pecypcoB
MIPOTOKOJIUPYETCS ISl TOCIIEAYIOIIEro aHaJIu3a U, IPpYU HEOOXOAUMOCTH, MOXKET OBbITh NPEACTABIICHA
PYKOBOJIUTEIAM CTPYKTYPHBIX MOJpa3ieseHn, a Takxke pykopoautento ['bJIOY mis konTposs.

IIpu ucnonb3oBanuu cetu MHTEpHET 3anpenieHo:

ucnomnb3oBaTh npenocrasiaeHubll ' BJIOY noctyn B ceTh IHTEpHET B TMUHBIX LENAX;

UCIOJIb30BaTh HECAHKIIMOHWPOBAHHbIE MPOrpaMMHbIE U NMPOrpaMMHO-aNapaTHbIe CPEeICTBa,
MIO3BOJISIOLLME TIOJyYUTh HECAHKIIMOHUPOBAHHBIN NOCTYI K ceTH MHTepHeT;

myOJIMKOBaTh, 3arpykaTb M PaCHpOCTPAHITh MaTEPUANIbI COJEpIKAIIUE HEIOCTOBEPHYIO
undopmarmto o 'BIOY, a raxke danscubunmupoats cBoi [P-aapec.

Pe3epBHOE KONIMpPOBaHNe U BOCCTAHOBJIEHUE JAHHBIX

OcymiecTBieHNE PE3EPBHOI0 KOMMPOBAHMS JOIDKHO OCYILECTBIIATHCS AJIS:

nHopmaruu  oOpabaTbiBaeMoii Ha (ailsioBOoM cepBepe U CepBepe IPUIOKCHUH,
nH(OPMaIMOHHON CHCTEMBI,

pabouyux MecT aAMUHUCTPATOPOB HHPOPMAITUOHHONW CHCTEMBI.

Yacrora ¥ pexXUM pPE3EPBHOIO KOMHMPOBAHMS YCTAHABIIMBAIOTCS TaKUM 0OOpa3oM, 4YTOOBI
o0ecrneunTs MUHUMAIIbHYIO TTOTEPIO IaHHBIX U ONEPAaTUBHOE BOCCTAHOBJICHHE.

Hactpoiika pe3epBHOro KONMPOBAHUS U BOCCTAHOBIJICHUS PECYPCOB HH(POPMALIMOHHBIX CUCTEM
I'BAOY nomxHbI IPOBOAUTH yIoiHOMo4YeHHbIe paboTHuKU ['BJIOY.

Pe3epBHOe  KOmMMpOBaHHWE JODKHO  OCYHIECTBISITCS B aBTOMATHYECKOM  pEKUMeE
C TNPUMEHEHHEM OTEUECTBEHHOIO CIELUUAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOMUPOBAHMS
C JNEHCTBYIOIMIMM CEpTU(PUKATOM COOTBETCTBHUSI 1O TpPeOOBaHUAM Oe30macHOCTH HH(pOpMaIuu
OCTOIK Poccun.



6 OCHOBHBIE TPEBOBAHUSA K TIPOUECCAM YIIPABJIEHUSA
UH®OPMAIIMOHHOHN BE3OIMACHOCTBIO

MoHnTOpHHT HH(OPMALIMOHHOM 0€301TACHOCTH

Ha nocrostHHOM OCHOBE NOJIKEH MPOBOIUTHCS KOMILIEKCHBIM aHaIN3 (DYHKIMOHUPOBAHUS
uHpopmarmonHoi cucreMsl 'BJIOY 1 BozHuKkaromumx coObITHi MHGOpMAIIMOHHON 0€30acHOCTH.

[Iporiecc MOHUTOpHHTa CHCTEMBI oOecrieueHHsi MH(OpMAIMOHHON 0e30MacHOCTU JOJKEH
BKJIIOYATh B c€0s KOHTPOJIb OPraHMU3allMOHHBIX M TEXHUUYECKUX MEp 110 3aIIUTe UHPOpMAaLUK, aHATIU3
napamMeTpoB KOH(PUIypalluy U HACTPOUKH CPEJICTB 3aILUThl HH(POPMAIIH.

IIpn mpoBeneHMM KOHTPOJIBHBIX MEPONPUATHH, CBS3aHHBIX C OLIEHKOM peaau3aluu Mep
no 3amure uHPopmauuu B I'BJIOY, ynonHoMoueHHble paOOTHUKU [OJKHBI MPUIEP’KUBATHCS
CJIEIYIOIINX IPUHIUAIIOB:

He HapymaTh pyHKIuoHUpoBaHue aesrenabHoctu ' BA0Y;

NEMCTBOBAaTh B COOTBETCTBUU C YTBEP)KJIEHHBIMU OpTraHM3allMOHHO-PACIOPSAUTEIbHBIMU
nokymeHTamu ['BJ1OY 1o 3ammuTe nHbOpManuy;

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITHI HMH(OPMAIIMOHHOMN 6€30M1aCHOCTH;

0(hOpMIISITH OTYETHI, TOATBEPIKIAIOIINE BHIMOTHEHHE MEPONPHUSATHIHA MO 3alUTe HHPOPMALIUH.

Wudopmanus, mnomydyeHHas B XOJI€ IPOBEJEHUS KOHTPOJIUPYIOIIMX MEPOIPUATUIN
0 JeHCTBUAX, COOBITHSX W IMapaMeTpax, MMEIOIIMX OTHOIIEHHE K peaju3ald Mep IO 3aliuTe
UH(POPMAITUH, JOKHA KOHCOIMAMPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOUYAIOMIMX MOTyYCHHE
K HEH HECAaHKIIUOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JTaHHBIX O 3apErHCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHOM 0€30macHOCTH
JIOJKEH MTPOBOJUTHCS, 110 BO3MOXKHOCTH, C MCIOJIb30BAHUEM CHCTEMbl MOHUTOPUHIA MHLIUJEHTOB
nH(OpMaIIMOHHON O€30MacCHOCTH WJIM BCTPOEHHBIX MEXaHM3MOB HACTPOMKU W ayAuTa COOBITUI
B NPOrpaMMHBIX U IMPOrPAaMMHO-AMIApPaTHBIX CPEJICTBAaX, HUCHOJIb3YEMBbIX B HH(OpMAIMOHHON
unopactpykrype ['BIOY.

YnpasJjieHue pucKkaMmu

OmnpeneneHne BHYTPEHHMX TpeOOBAaHUN MO 3auiuTe MHPOPMAILUH, AOJKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax IPOBEACHMS aHAIMW3a PHUCKOB HApYLIEHUS OCHOBHBIX CBOMCTB 0€30MacHOCTH
Ui nHdopMannonHsix pecypcos I'BJIOY.

OCHOBOJ OLIEHKH PHCKOB JIOJKHA OBITh OLIEHKA YCIIOBHH U (DakTOpOB, KOTOpbIE MOT'YT CTaTh
MPUYUHOIN HAPYIICHUS LIETOCTHOCTH, KOH(UAESHIIMATBHOCTH U JOCTYITHOCTH 11 MH(OPMAIIMOHHBIX
pecypcoB ['BJIOVY.

Pe3ynpTaToM mpoBeneHMs aHaIM3a PUCKOB JOJKEH ObITh pa3paOOTaHHBIM KOMIUIEKC MeEp,
HaIIPaBJICHHBIX HA CHMJ)KEHUE BO3MOXXHOIO HETaTMBHOI'O BIIMSHHUS HA OCHOBHYIO JEATEIBHOCTh
I'BAOY npu peanuzanuu TOi WIK WHON yrpo3bl 0€30MaCHOCTH WH(POPMAIIMK U 00ECTICYHBAIOIIUX B
JATbHEHIIIEM IOCTaTOYHBIN YPOBEHb 3allIMIIEHHOCTH HHpopMmarmorHbix cuctem ['BJIOY.

YnpasieHue HHIMICHTAMH HH(POPMAIHOHHOM 0€3011aCHOCTH

Jliist obecnieuenus 3(hHeKTUBHOTO pa3penieHuss MHITUACHTOB HH(POPMAIIMOHHONW 0€30ITacCHOCTH
B I'B/IOY, MuHMMH3aLMK TTOTEPh U YMEHBILICHUS! PUCKAa BOBHUKHOBEHHUS MOBTOPHBIX MHIIMICHTOB
JIOJIPKHO OCYILECTBIISATHCS YIPaBiIeHUE MHIIMICHTaMU UH()OpMaIMOHHON 6€30acHOCTH.

Jlnst ynpaBieHHs MHUUACHTAMM HWH(GOPMAIMOHHON 0e30IacHOCTH JOJKHA OBITH CO3/1aHa
cily’k6a MOHUTOPHHIA U PEarMpoBaHUsl HA MHUUAECHTHl MHPOPMALMOHHONW 0€30IaCHOCTH, KOTOpas
IOCPEJICTBOM KOMIIJIEKCa CPEACTB U MEpONpusATHil A cOopa M KOHCOMUAALUU HHGPOpPMALUU
00 MHIMJEHTaX pellaeT AaHHYI0 3aqady. B OTHOLIEHMHM KaXJIOro MpPOM3OIIEIIEr0 MHIUICHTA
paboOTHMKaMU U3 CIYKObl MOHUTOPMHIAa M pEarupoBaHUsl Ha WHIUAECHTH MHGOPMAIOHHOM
0€30I1aCHOCTHU JIOJIKEH BBIMOJIHATHCS €ro aHalu3, U pa3paboTka 3((PEKTUBHBIX MEp pearupoBaHUs
Ha JIaHHBIN UHIIUJIEHT.

Ayaut cucremsl odecriedeHrst HHPOPMALMOHHOM 0€30I1aCHOCTH

B nemsix onenku Tekymiero ypoBHs nHpopmaimonHoi 6e3omacHoctd 'BJIOY Ha perynspHoi
OCHOBE JIOJDKEH NMPOBOANUTHCS ayAUT MHPOPMAITMOHHOW 06€30MacHOCTH.

BHyTpeHHue ayauThl JOKHBI BBINONHATHCS padorHukamu [BJIOY. B uucno 3anauy,
pelaeMbIX IpU IPOBEICHUHM BHYTPEHHUX ayAUTOB HH(OPMALIMOHHOM 0€301MacHOCTH, BXOIAT:



cOOp M aHaM3 HMCXOAHBIX JAHHBIX OO0 OPraHU3alMOHHONW M (YHKIHOHAIHHOW CTPYKTYpE
MH(POPMALMOHHBIX CUCTEM, HEOOXOANMBIX /ISl OLIEHKH COCTOSIHUSL CUCTEMBI 3aLUThI HH(OpMALIUH;

aHaJIN3 YTBEPXKICHHBIX OPraHU3aLMOHHO-PACIOPSIIUTENbHBIX JOKYMEHTOB IO 3alUTe
nH(popMauy Ha MpeAMET UX MOJHOTHI U 3PHEKTUBHOCTH, a TaKXKe (OPMUPOBAHNE PEKOMEHAALNN
0 UX J0paboTKe WK pa3pabOTKH HOBBIX;

obocHoBaHUE (MHAHCOBOW d()(PEKTUBHOCTH BHOBH IPHOOPETAEMBIX CpPEACTB 3aIlUTHI
uHpopmanuy,

IIPOBEPKa MPaBUIILHOCTH BIOOpa M HACTPOMKHU CPEJCTB 3aIUThI HH(OopMauu, GOpMUPOBaHHUE
MPEUIOKEHUH 10 HMCHOIb30BAHUIO UMEIOIIUXCS CPEACTB 3aIIUThl MH(GOPMAILIUU /IS TOBBIIICHUS
YPOBHS HQJIEKHOCTH U Oe30macHOCTH HHpopMarmonHbix cucteMm ' BJI0OY;

aHaJIM3 OTYETOB [0 TNPOM3OLIENIIMM HHIUJEHTaM HWHGOPMALMOHHOM 0e30macHOCTH
U IPUHATHIM MEpaM I10 UX Pa3peLEHUIO.

IloBbIlIEHNE 0CBEIOMIEHHOCTH PA0OTHMKOB

B pamMkax opraHuM3anuy KOMIUIEKCHOTO IPOTUBOAEHCTBUS YTpo3aM O€30MacHOCTH
uH(popManuu, ucxoasmuM oT padotaukoB I'BJIOY nomkHa MOCTOSHHO MOBBIIATHCS UX
OCBEJIOMJIEHHOCTH B O0JIACTH 3alIUTHI HH()OPMALIHH.

[ToBbimenne ocBenomiueHHoctr paboTHUKOB ['B/IOY ocymecTBsiercs:

1o cywmectsytromuM B I'6/I0Y oprannszannoHHO-pacnopsiAMTENBHBIM JOKYMEHTAM;

no npuMensieMbiM B ' BZIOY mepam 3auutsl nHGopManmm;

10 IPAaBUIbHOMY HMCIIOJIb30BaHHUIO CPEJICTB 3aILUThI HH(POPMALIUH.

7  3AKJIIOYEHHUE

IIpn u3smMeHeHMM JEHCTBYIOLIETO 3aKoHojaTenbcTBa Poccuiickoir Denepanuu B 001aCTH
3alUThl HTHPOPMALIMU, a TAKKE OPraHU3alMOHHO-PACTIOPSIIUTENbHBIX JOKYMEHTOB I'B/IOY merckuii
cag Ne 4 Hacroswmasa Ilonurtrka U U3MEHEHHS K HEW NPUMEHAIOTCS B 4acTH, HE IIPOTUBOpEYAILEH
BHOBb IIPUHATHIM 3aKOHOJATEIBHBIM U HHBIM HOPMATHBHBIM aKTaM, a TaKXe BHYTPEHHUM
nokymentaM I'bIOY.

Bce TpeOoBanus, ycTaHOBJIEHHBIE AEHCTBYIOLINM 3aKOHOAATEIbCTBOM Poccuiickoit
®denepanuu, MOA3aKOHHBIMU aKTAMU U IOTOBOPHBIMM OTHOILLIEHUAMH, a Takxke noaxox 'bA0Y k
00€CIIeUYEeHHUI0 COOTBETCTBUS ATUM TPEOOBAHUSAM JOKHBI ObITh SBHBIM 00pa30M ONPE/EIICHbI,
JOKYMEHTUPOBAHBI U NOAIEPKUBATLCSA B aKTYalIbHOM COCTOSIHHH.

I'IOY B NPUOPUTETHOM  HANpABIECHUU  JOJDKEH  PacCMaTpUBATBbCA  IIEPEXOL
a IpOrpaMMHOr0 00OeCeue€HHNE OTEUYECTBEHHOrO MPOU3BOAMUTENS, BKJIIOUEHHOTO B €UHBIA PEECTp
POCCHICKMX MPOrpaMM ISl 3JIEKTPOHHBIX BBIUMCIMTENBHBIX MAIIMH U 0a3 JAaHHBIX. B ToM uncne
[0 YacTH CEPBEPHOro, KOMMYTAIIMOHHOIO OOOPYAOBAaHUS M INPOrPAaMMHO-ANMApPaTHBIX CPEICTB
BKJIFOYEHHBIX B EJMHBIN peecTp pOCCUICKON paliO3IEKTPOHHON IPOIYKIINH.

IlepecMoTp ¥ BHeceHHME HW3MEHEHMH B HacrosAmyro [lomuTHKy —OCYHIECTBIIAIOTCS
Ha [IEPUOINYECKON U BHEILIAHOBOU OCHOBE.



8 CIIMCOK UCITIOJIb30OBAHHBIX NICTOYHUKOB
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pacrpocTpaHeHHIO MH(POBATBHBIX (KPUITOrpagUUECKUX) CPeACcTB, MH()OPMAIIMOHHBIX CHCTEM
U TEIEKOMMYHHKAIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IIU(POBATBHBIX
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B MH(OPMAIIMOHHBIX CHCTEMAaX MEPCOHAIBHBIX JAHHBIX).
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00 opraHu3anuu 1 ooecriedeHnH 6€30MacCHOCTH XPaHEeHUsI, 00pa0OTKU U TIepejauu 1Mo KaHajIaM CBS3H
C HCIIOJIb30BAHUEM CPEICTB KPUNTOrpapuuecKoil 3amuTsl HHPOPMAUU C OTrpaHUYCHHBIM
JOCTYIIOM, HE COIEpKAIIeii CBeICHNH, COCTABIISIONINX TOCYIaPCTBEHHYIO TAHY».
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MH(OPMALMOHHBIX CHCTEMAX).
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OpraHU3aIMOHHBIX ¥ TEXHHYECKUX MEp M0 00ecneueHn o 0e30MacHOCTH ePCOHAIBHBIX JaHHBIX MPH
X 00paboTke B MHPOPMAITMOHHBIX CHCTEMAaX IMEPCOHAIBHBIX TaHHBIXY.
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OpraHU3aIMOHHBIX U TEXHUYECKUX MEp M0 00ecreueHNI0 0€301acHOCTH NEPCOHANBHBIX JaHHBIX MPU
ux 00paboTke B MH(OOPMAIIMOHHBIX CHCTEMaX MEePCOHANBHBIX JAHHBIX C UCIOIH30BAHUEM CPEJICTB
Kpunrtorpadguueckoil 3ammTel MHGOPMANUU, HEOOXOAUMBIX JIsl BBIMOJTHEHMS] YCTaHOBJICHHBIX
[IpaButensctBoM Poccuiickoii ®enepanuu  TpeOGoBaHWIT K 3alllUTE€ TMEPCOHATBHBIX JIaHHBIX
JUTSL KQKJIOTO U3 YPOBHEH 3aIIUIIICHHOCTI.

10 TOCT P 51624-2000 «3ammura wuHpOpMAIMKA. ABTOMATH3UPOBAHHBIC CHCTEMBI
B 3aIMIIEHHOM HcnoMHEeHUHU. O01mue TpeOoBaHus .

11 TOCT P 51898-2002 «Acnektsl 6e30macHocTH. [IpaBuiia BKIIOUCHHS B CTAHIAPTHD.

12 TOCT P 50.1.056-2005 «Texnuueckas 3amurta uHpopmaruu. OCHOBHBIE TEPMHHBI
U OTIpENICIICHUS.

13 T'OCT P UCO/MDBK 27001-2006 «MupopmanmonHast TexHoaorust. METoabl U CpeacTBa
6e3onacHocTH. CUCTEMBI MEHEDKMEHTa HH(popManmoHHOM O0e30macHocTr. TpeOoBaHms».

14 TOCT P 50922-2006 «3amura nadopmaryi. OCHOBHbIE TEPMHUHBI U ONIPEICIICHUS.

15 TOCT P 51275-2006 «3amurta unpopmamuu. OO0bekT mHPOpMaTH3ammu. DakTophl,
BO3JIelicTBYIOIMME Ha HHPopMarnio. OOIIre MOI0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «MudpopmanroHHass TEXHOIOTHS. MeTOob
U cpencTBa obecriedeHus Oe3omacHocTd. YacTh 5. PyKoBOICTBO MO MEHEMKMEHTY 0€30MacHOCTH
CeTH».

17 TOCT P HCO/TO 13569-2007 «®unaHcOBble  yciayru. PexomeHnauuu



110 HHGOPMAIIMOHHON 0€30ITaCHOCTH.

18 T'OCT P UCO/MDBK 27005-2010 «udopmaronHas TexHonorus. MeToasl U cpeacTBa
obecrieueHust 6€30MacCHOCTH. MEHEHKMEHT pUCKa HH(POPMALIMOHHONW O€30I1aCHOCTH.

19 T'OCT P UCO/MDBK 27004-2021 «MudopmarmonHast TeXHOIOTHS. METOABI B CpeaCcTBa
obecnieuenus O0e3onacHocTH. MeHeKMEHT nH(popManroHHol 6e30nacHoCTH. MOHUTOPHUHT, OlLIEHKa
3alUIICHHOCTH, aHAIU3 W OIICHUBAHUEY.

20 TOCT P 51897-2021 «MeHeKkMeHT prucka. TepMUHBI U OIIPEICTICHUSD).

21 TOCT P 52069.0-2013 «3Bamwura wundopmanuu. Cucrema crangaptoB. OCHOBHBIE
TTOJIOXKEHUS».

22 Konmenmus uH(OpPMAITMOHHON 0e30I1acHOCTH HCTIOJTHUTEIbHBIX OpraHoB
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